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[ call the ongoing change “documedia revolution™”
because it is based on the intersection between the
increase in documentality, i.e. the production of
documents as a constitutive element of social reality,

and the growth of the media, which today no longer work
as one-to-many but as many-to-many.

(Ferraris, 2023)



Why Preserve Knowledge?

‘Knowledge is humanity’s memory

*It enables progress, avoids repeating mistakes, and
sustains culture. When data vanishes, science regresses,
trust erodes, and lives can be impacted.

‘Preservation is a collective responsibility
‘It ensures knowledge remains findable, accessible, and
reusable for future generations.



Knowledge Preservation

As an abstraction, knowledge itself is represented by data.
Data (and thus knowledge) is produced by research
Preservation must happen where research happens

Not left solely to third-party organizations.

Preservation
Ownership?
l
Gatekeeping? Censorship?
I I
Verification? Access control? Provenance?

! ! !
Findabilitvy? Accessibility? Interoperability? Reusability?




Key Preservation Gaps

Identification ID Provider Found by ID
7= 7+
Authorship Storage Holder Data Retrleved

l )|
3— p _C Storage Holder

# Provenance
Found by ID Provider
Data Retrieved



Risks

Willing Censorship
Loss of access due to political or commercial decisions

Social Inconvenience
Censorship or deletion of inconvenient knowledge

Hidden Players
Lack of transparency and accountability in stewardship

Neglection (willing or unwilling)
Lack of maintenance leading to the losses of data



Identifiers in Archiving

% ==

Digital Metadata
Object



Identification and Preservation

Identification enables discovery

Unique identifiers (e.g., DOIs, ARKs) make knowledge findable and citable.
Preservation ensures longevity

Data and knowledge must remain accessible, authentic, intact over time.
Identification # Preservation

Assigning an identifier does not guarantee that the data is actually stored or
maintained.

Both are necessary and complementary

Sustainable knowledge infrastructures require both robust identification and
reliable preservation practices.



Platformisation Aspect

Centralization Decentralization
/
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Data Governance Vulnerabilities

Centralisation.

A few large stakeholders or state-backed entities hold disproportionate
power over access, storage, and dissemination of knowledge.
Transparency & Provenance.

Without reproducibility, the stakeholder is the only one who verifies
and validates the data.

Vulnerability to executive decisions.

Data preservation and access policies can change overnight, dictated
by the agendas of irrational or authoritarian governments.

Rights management delegation problem.

When the data producer/owner delegates the rights management to a
centralised stakeholder, he actually yields his own management
rights.



Decentralisation is Collaboration

Identification is a key to the decentralised collaborative ecosystem

Entity openness.

The data operator/provider/owner discloses himself in an open way.
Responsibility match.

In the architecturally rankless environment the computation
stakeholder is not equal to identity owner.

Accessibility.

The encouraged resource sharing improves the overall redundancy of
the ecosystem.

Interoperability on the standardisation level is introduced by design.
Findability based on the mathematically unambiguous structures.



Decentralised Identification

By nature based on the reproducible, mathematical invariants.
As persistent as the underlying network and standards are.

Every participant verifies all the identifiers he interacts with at the
time of the metadata retrieval.

Provenance and version control are more important than the
access control and interaction history.

The decentralised workflow is not a blockchain workflow, but the
workflow of headless retrieval + invariant reproduction (more like a
BitTorrent model).

The signed object is a state of the data but not the interaction or
transaction.




Data Versioned Signed
Repository Object

Verified

Provenance
® d
‘e —I{"\\
& %
Web of Trust Redundant

Storage
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Decentralised solution?

Provide an ecosystem in which every participant may resolve, mint,
mathematically verify and handle the PID for versioned data/metadata.
Represent the arbitrary data/metadata as versioned records acting
like Git repositories.

Provide the web of trust over the public cryptographic entity and
versioning proposal (pull request) mechanism.

Remove the possibility to monopolise (platformise) the infrastructure
iIntroducing transactionless updates with short operation TTL.

Provide the realm mechanism to obtain interoperability and
compatibility with the existing PID systems by design.

Obtain the persistence with redundant storage infrastructure (like it
is done in BitTorrent).




Conclusions

Sustainable knowledge require both persistent identification and
reliable preservation practices.

The centralised (platformised) approaches remove the sustainability in
favour of social contract and public trust, leading to vulnerabilities.
Decentralisation forms an important step in making the knowledge
sustainable and compatible to FAIR model, enforcing reproducibility
and redundancy by design in PIDs.

The social trust is possible to introduce over the public reputation and
programmable recognition instead of social contracts.
Decentralisation removes the gap between provenance and storage
provision responsibility, making the knowledge publicly interoperable.



Possible solution: Components

® OpenSSL - provides hash functions used as internal representation for
the PID address space to simplify storage.

® OpenDHT - provides infrastructure for storing and near-realtime
sharing of the realm table and realms (Git-like incremental
repositories).

® Git - provides version control and low-level systematized storage.

® TPFS/iroh - provides internal storage with redundancy by design.

Stage: conceptual design / started TDD process for realms
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OpenDHT
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Git

iroh / IPES

Decentralized Persistent Identifiers: a basic model for immutable handlers
Program document for PIDs in Photon and Neutron Society

PID property comparison table

Why Decentralisation is what should be done? (also on IPES)
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1 call the ongoing change “documedia revolution’
because it is based on the intersection between the
increase in documentality, i.e. the production of
documents as a constitutive element of social reality,
and the growth of the media, which today no longer work
as one-to-many but as many-to-many.
(Ferraris, 2023)



Why Preserve Knowledge?

‘Knowledge is humanity’s memory

*It enables progress, avoids repeating mistakes, and
sustains culture. When data vanishes, science regresses,
trust erodes, and lives can be impacted.

‘Preservation is a collective responsibility
*It ensures knowledge remains findable, accessible, and
reusable for future generations.

Knowledge is humanity’s memory

— It enables progress, avoids repeating mistakes, and sustains culture.
Research is fragile

— Data can be lost to time, neglect, disasters, or political agendas.
Access empowers everyone

— Preserved knowledge fuels education, innovation, and accountability.

Loss has real consequences
— When data vanishes, science regresses, trust erodes, and lives can be impacted.

Preservation is responsibility
— It ensures knowledge remains findable, accessible, and usable for future

generations.



Knowledge Preservation

As an abstraction, knowledge itself is represented by data.
Data (and thus knowledge) is produced by research
Preservation must happen where research happens

Not left solely to third-party organizations.

Preservation
Ownership?
!
Gatekeeping? Censorship?
! !
Verification? Access control? Provenance?

l l l
Findability? Accessibility? Interoperability? Reusability?




Key Preservation Gaps

Identification ID Provider Found by ID
#* =
Authorship Storage Holder Data Retrleved
LC. % p ds Storage Holder
3_ p _C # Provenance
Found by ID Provider

Data Retrieved

Misalignments in the knowledge preservation chain:

Identification # Authorship

The entity assigning an identifier is not necessarily the creator of the work.

ID Provider # Storage Holder

The service providing the identifier may not be the one storing the data.

Found by ID # Data Retrieved

Having an identifier does not guarantee that the corresponding data is accessible.
Storage Holder # Provenance Provider

The one holding the data might not be able to attest to its origin or authenticity.



Risks

Willing Censorship
Loss of access due to political or commercial decisions

Social Inconvenience
Censorship or deletion of inconvenient knowledge

Hidden Players
Lack of transparency and accountability in stewardship

Neglection (willing or unwilling)
Lack of maintenance leading to the losses of data



Identifiers in Archiving
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Identification and Preservation

Identification enables discovery

Unique identifiers (e.g., DOIs, ARKs) make knowledge findable and citable.
Preservation ensures longevity

Data and knowledge must remain accessible, authentic, intact over time.
Identification # Preservation

Assigning an identifier does not guarantee that the data is actually stored or
maintained.

Both are necessary and complementary

Sustainable knowledge infrastructures require both robust identification and
reliable preservation practices.



Platformisation Aspect

Centralization Decentralization
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Single point of Redundant
failure & resilient

Rise of Stakeholders

Critical data and research outputs are increasingly managed by large, centralised
platforms.

Singular Entry Point

The platform creates the singular point of failure for the amounts of data significant
for the whole tech civilization.

Gatekeepers

The stakeholder of a platform carries gatekeeping responsibility by the nature of the
platform, that leads to separation of the users by design.

The data and relations between the data are products of the platform so the
ownership shift becomes imminent.



Data Governance Vulnerabilities

Centralisation.

A few large stakeholders or state-backed entities hold disproportionate
power over access, storage, and dissemination of knowledge.
Transparency & Provenance.

Without reproducibility, the stakeholder is the only one who verifies
and validates the data.

Vulnerability to executive decisions.

Data preservation and access policies can change overnight, dictated
by the agendas of irrational or authoritarian governments.

Rights management delegation problem.

When the data producer/owner delegates the rights management to a
centralised stakeholder, he actually yields his own management
rights.



Decentralisation is Collaboration

Identification is a key to the decentralised collaborative ecosystem

Entity openness.

The data operator/provider/owner discloses himself in an open way.
Responsibility match.

In the architecturally rankless environment the computation
stakeholder is not equal to identity owner.

Accessibility.

The encouraged resource sharing improves the overall redundancy of
the ecosystem.

Interoperability on the standardisation level is introduced by design.
Findability based on the mathematically unambiguous structures.

11



Decentralised Identification

By nature based on the reproducible, mathematical invariants.
As persistent as the underlying network and standards are.

Every participant verifies all the identifiers he interacts with at the
time of the metadata retrieval.

Provenance and version control are more important than the
access control and interaction history.

The decentralised workflow is not a blockchain workflow, but the
workflow of headless retrieval + invariant reproduction (more like a
BitTorrent model).

The signed object is a state of the data but not the interaction or
transaction.




Versioned Signed -
Repository Object L
Verified
Provenance

v
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Web of Trust Redundant
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Decentralised solution?

Provide an ecosystem in which every participant may resolve, mint,
mathematically verify and handle the PID for versioned data/metadata.
Represent the arbitrary data/metadata as versioned records acting
like Git repositories.

Provide the web of trust over the public cryptographic entity and
versioning proposal (pull request) mechanism.

Remove the possibility to monopolise (platformise) the infrastructure
introducing transactionless updates with short operation TTL.

Provide the realm mechanism to obtain interoperability and
compatibility with the existing PID systems by design.

Obtain the persistence with redundant storage infrastructure (like it
is done in BitTorrent).




Conclusions

Sustainable knowledge require both persistent identification and
reliable preservation practices.

The centralised (platformised) approaches remove the sustainability in
favour of social contract and public trust, leading to vulnerabilities.
Decentralisation forms an important step in making the knowledge
sustainable and compatible to FAIR model, enforcing reproducibility
and redundancy by design in PIDs.

The social trust is possible to introduce over the public reputation and
programmable recognition instead of social contracts.
Decentralisation removes the gap between provenance and storage
provision responsibility, making the knowledge publicly interoperable.



Possible solution: Components

® OpenSSL - provides hash functions used as internal representation for
the PID address space to simplify storage.

® OpenDHT - provides infrastructure for storing and near-realtime
sharing of the realm table and realms (Git-like incremental
repositories).

® Git - provides version control and low-level systematized storage.

e T1PFS/iroh - provides internal storage with redundancy by design.

Stage: conceptual design / started TDD process for realms
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Supplementary Links

Concepts and Definitions Draft

OpenDHT

OpenSSL

Git

iroh / IPES

Decentralized Persistent Identifiers: a basic model for immutable handlers
Program document for PIDs in Photon and Neutron Society

PID property comparison table

Why Decentralisation is what should be done? (also on IPES)
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